ARES EVENT APPLICATION FOR SERVICES

To be completed by ARES personnel

Form prepared by Donald O. Shurtleff, WBODVS

Thank you for choosing ARES to assist you with your event.

According to the Federal Communications Commission (FCC), a primary mission of the Amateur
Radio Emergency Service is to “provide a pool of trained radio communicators.” One of the ways
we train is by supporting public events. These deployments give us valuable opportunities to test
our skills, our equipment, and our ability to function in challenging environments.

Our ARES/HIDARG communications team leaders prepare a detailed deployment plan for your
event. This deployment plan is critical for several reasons:

e |tis important that your event planner and our communications team leaders understand ex-
actly what services the ham radio operators can and cannot provide at your event.

e Our technicians will visit your event site(s) in advance of the event to determine what equip-
ment and number of operators that will be needed to provide the service you desire. Conse-
quently, we will need maps showing where you and your organization would like to have radio
communications capability.

e We need to know what type of commumcatlons you will need...such as printed messages,
voice messages, data transmissions, GPS tracking, and shadow operator service for your person
in charge.

e We need to know how to connect with your various officials...such as medical personnel,
checkpoint managers, and others.

THINGS TO KEEP IN MIND ABOUT OUR SERVICES

MESSAGE CONTENT:

One of our main missions at any event is to send and receive messages on behalf of event offi-
cials and to keep those officials in touch with each other. Hams communicate only, we do not gen-
erate content, we communicate only what and when the event officials direct us to do so.

We have found from past experience it is counterproductive to have the ham radio operator at a
checkpoint to also be tasked with actually keeping track of each participant that passes through
the checkpoint. By having the ham radio operator keep track of each participant AND send the
radio messages results in neither job getting done.

Ham Radio is not a secure form of communication. For that reason, event officials need to keep in
mind anyone can listen to radio traffic using cheap scanners.

Event “Medical Providers” are particularly concerned with compliance with the provisions of the
Health Insurance Portability and Accountability Act.




HAM RADIO IS NOT A SECURE FORM OF COMMUNICATION

The Health Insurance Portability and Accountability Act of 1996 (HIPAA)

HIPAA laws do no apply to amateur radio. They do apply to some of the agencies and organi-
zations that we serve.

An agency or organization we serve can direct an amateur radio operator to send a message
that contains information deemed private under HIPAA regulations.

It is our policy to advise or warn message originators that amateur radio is NOT a form of
secure communication. When transmitting information about injured participants in an event,
we recommend using “participant numbers” such as bib numbers in place of names.

There are certain circumstances where the use of private information is allowed. The Federal
Code of Regulations covers those circumstances:

45 CFR 164.512
§164.512 Uses and disclosures for which an authorization or opportunity to agree or object is
not required.

(j) Standard: Uses and disclosures to avert a serious threat to health or safety

(1) Permitted disclosures. A covered entity may, consistent with applicable law and standards
of ethical conduct, use or disclose protected health information, if the covered entity, in good
faith, believes the use or disclosure:

(i)

(A) Is necessary to prevent or lessen a serious and imminent threat to the health or safety of a
person or the public; and

(B) Is to a person or persons reasonably able to prevent or lessen the threat, including the target
of the threat; or

(i) Is necessary for law enforcement authorities to identify or apprehend an individual.

“

To facilitate the creation of the deployment plan, the following questionnaire is to be
completed by ARES planners to gather the necessary information. The planners can con-
tact you by phone or meet with you in person.

We are providing a copy of the questionnaire to event organizers so they will know the
types of things we will be asking.

An article regarding deployment planning is attached.




P-\RES HIDARG APPLICATION FOR EVENT SERVICES

Date of Application

Name of event

Organization hosting event

Address location of event

Person in charge of event

Phone of person in charge

Cell phone of person in charge

Email of person in charge of event

Address of person in charge

Event for profit or not for profit OPROFIT O NON PROFIT

Open to public OYEs ONO

Other Events you have hosted

Schedule

Date 1 of Event
Date 2 of Event
Date 3 of Event
Date 4 of Event
Date 5 of Event
Date 6 of Event

Date 7 of Event

Time 1 start time
Time 2 start time

Time 3 start time

Time 4 start time

Time 5 start time

Time 6 start time
|

Time 7 start time

Time 1 end time

Time 2 end time
Time 3 end time
Time 4 end time
Time 5 end time
Time 6 end time

Time 7 stop time




ARES HIDARG APPLICATION FOR EVENT SERVICES

Insurance Coverage
carried by event O LIABILITY O OTHER

organizer

O MEDICAL O NONE

Check all that apply O UMBRELLA

O SELF INSURED

Insurance Company
Agent

Policy
Numbers

If possible, we would like to have a “Certificate of Insurance” naming us as “added insured”,

Medical [O9-1-1
Staffing Name of service
(your plans O PARAMEDIC/EMT/AMBULANGCE SVC
for providing ici
Name of Physician

i ey O PHYSICIAN e of Phys
medical O OTHER
service at
event) Check all that

apply
Method of OCellphone QRadio OLlandine O Face-to-Face QO Other

contacting Medical

during event

Number to call

On Scene Medical Services |O Singlelocation O Checkpoints (QRoving QO Other

Check all that apply




ARES HIDARG APPLICATION FOR EVENT SERVICES

Comm Services Requested [0 Emergency Standby link to 911
check all that apply
O Link Checkpoints to Main Event Location

O Message Service From Checkpoints to Main Event Location
(O Shadow Service Radio Operator With Event Official

O GPS Tracking of Participants

O Radio Link to Public Address System

O Link Mulitiple Event Sites

O other
Total Stations Desired
For Example:
8 checkpoints
2 medical stations
3 roving units
2 shadow operators Please provide maps, diagrams, or any other info to pinpoint station
1 finish line |OCati°ns
O FRS Radios
Other Comm Equip On O GMRS Radios
Scene check all that apply 8?;’@%3“‘03
adios
O Business Band Radios
O Public Safety Radios
QO Cell Phones

O Other describe

Food Water Available On Scene [OYES ONO

Toilet Facilities On Scene OYES QONO




ARES HIDARG APPLICATION FOR EVENT SERVICES

Threat Assessment

Describe nature of
major threats expected
to affect event (frauma
to participants due to
nature of event, such
as falls, fractures,
environmental hazards,
etc.)

Questions/Concerns

Describe any
other special
needs you may
have or concerns
you may have
about amateur
radio.

APPLICATION PREPARED BY:
(signatures)

ARES HIDARG Representative

Event Representative




A Generalized Structure
for Deployment Planning

Follow these steps to help plan and organize your ARES® or public service event.

Reprinted with permission, September 2015 QST; copyright ARRL

David R. Fordham, KD9LA, and
Cathryn B. DeFabio, KF7VBO

According to the Federal Communications
Commission, a primary mission of the
Amateur Radio Service is to “provide a
pool of trained radio communicators.” One
way we train is by supporting public events.
These deployments give us valuable op-
portunities to test our skills, our equipment,
and our ability to function in challenging
environments.

Unfortunately, we often don’t take full
advantage of these opportunities to prac-
tice the very important skill of planning.
This author has participated in well over a
hundred ham radio deployments over
the past 40 years. Some were resounding
successes, others far less so. The differ-
ence wasn’'t merely planning, it was good
planning.

The Power of a Good Plan

Most ham deployments are planned to
some degree. But good planning requires
a structured approach, which will reduce
oversights and the time necessary to make
thorough plans. Also, by following the
same generalized structure for all deploy-
ments, hams become familiar with the
routine, making future deployments easier
and quicker to plan and implement, which
can make a real difference in a true emer-
gency.

The structure presented here is generalized
to fit almost any type of organized radio
support event, from small neighborhood
fairs to large search-and-rescue operations.
While presented in terms of a public ser-
vice mobilization, it can also apply to Field
Day or a club special event. It consists of
a checklist of 20 items to consider in the
planning process. These items are grouped
into five steps: (1) Pre-planning; (2) Analy-
sis of the Environment; (3) Staffing and
Equipping; (4) Management and Adminis-
tration; and (5) Debriefing.

Step | — Pre-planning

Item 1: Review debriefings from
previous deployments.

The most underrated tool of the planner
is the stack of debriefing reports from
previous deployments; there is much to
be learned from reviewing past successes
and failures. An accidental or incidental
discovery from the past can be a big help
to the present.

Item 2: Contact the event’s
organizers and administration.

Prior to the event, you should determine
who is requesting communications support,
what their role is during the event, and the
name of the person the hams should report
to at the event.

Once the liaison is identified, the ham
leadership must make sure the event lead-
ership is fully aware of ham radio’s role,
capabilities, and limitations. If hams are to
be working alongside event workers, those
workers need to know how ham radio fits
with their work, too.

Item 3: Contact your volunteers.

It is important to assign someone to con-
tact and brief the hams and verify their
participation. Imagine a deployment where
everyone thought someone else was going
to contact the volunteers, then on the day
of the event, only the planners showed up!

Step Il — Analysis of

the Environment

Item 4: Determine the types of situa-
tions that will require communication.
The leaders of an event should know why
they asked for radio coverage. The hams
must be briefed about occurrences that
would require communications. As an
example, say that hams are planning sup-
port coverage for a 50-mile bike race on a
mountain trail where cellular coverage is
spotty or nonexistent. Checkpoints and aid
stations are strategically placed along the
route. Event leadership and ham leadership

should both have a clear idea of the require-
ments, so these can be communicated to the
ham volunteers who are expected to carry
them out. Many situations could initiate a
need for communication, such as:

® Verification that checkpoints, aid sta-
tions, and the finish line are ready for the
race to start

= Notifying everyone of the race’s start

® Apn accident or some other need for as-
sistance

= A sudden weather or track situation pos-
ing risk to riders or spectators

= An aid station running low on supplies
= Bikers passing a particular checkpoint
= Sweep operations to ensure that all riders

have finished the course or are otherwise
accounted for.

In some cases, a situation may need to
be broadcast to a number of destinations
simultaneously. In others, point-to-point
queries and responses may be needed.
These are different types of communica-
tion. Knowing the expected situations will
let the planners identify characteristics of
the information content.

Item 5: Determine the characteristics
of the information content.

Different situations generate different types
of information. By considering the char-
acteristics of the information to be passed,
planners can better prepare for the various
types of traffic to be handled. Different types
of traffic call for different communication
modes. For example, in a high-stress, time-
critical situation requiring the spelling of
dozens of names, a digital mode would be a
faster and more accurate choice than voice.

Item 6: Bridge the gap between
the situation and the ham,

An often-overlooked factor is that the loca-
tion where the information originates may
not be the same place where the message
originates! Hams are often deployed to
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checkpoints, waypoints, and aid stations,
while the reportable event might take place
miles away. It is important to determine how
the event information will travel to the near-
est ham. Any information traveling through
non-ham nodes must be just as accurate and
reliable as that being handled by ham radio.

Remember that messages may need to
move outside the ham network. Emergency
services may need to be summoned, par-
ticipants may need to call home, and coor-
dination with other services may be needed.
Planners must consider this, and incorporate
these non-ham links into their overall plan.

Item 7: Consider location identifica-
tion and message addressing.
Situations occur at locations; messages are
delivered to addresses. We assign tactical
call signs and other identifiers to ham sta-
tions. A system for identifying the location
of an event must also be prepared.

Meaningful tactical call signs, stich as
“Milepost 21,” “Aid Station 4,” or “Race
Headquarters,” must be determined before
the event and conveyed to participating
hams, who must also be informed of any
identifier changes during the event.

Item 8: Determine scheduling, event

progression, and duration of service.

Some operations (a bike race, for example)
will follow a known route at a relatively
predictable pace; radio operators can be re-
located along the route as participants move
along the course. Once the “sweep vehicle”
has passed a checkpoint, its radio operator
can be released and deployed to another
location. The lunch stop and the finish line
may not need to be manned until several
hours after the start of the event. There is no
need to have 25 hams show up at 7 AM if
only eight will be needed before lunchtime.

Other mobilizations might require full and
constant coverage for the entire duration of
the activity. Some may require intermittent
or periodic coverage in certain areas, while
others may need dynamic coverage based
on unpredictable patterns.

Once the main activity is completed, com-
munications support might still be needed to
facilitate cleanup operations. This may last
for several hours after the event officially
ends. If this will be the case at the event
you’re working, make sure your ham volun-
teers know well ahead of time that the need
for communication will extend for several
more hours after the event has ended.
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Part lll — Staffing and Equipping
Item 9: Determine what radio
equipment is needed.

The nature of the information being passed
will dictate what equipment is necessary.
You will need to determine if the opera-
tion will require handheld transceivers or
mobile radios. If repeaters are to be used,
the specific machines and any needed tone
features need to be identified. Also, you
will need to determine if some locations
will require mobile rigs or beam antennas.

In addition to repeaters and 2-meter FM
voice, other modes can be utilized. For
example, packet, CW, APRS channels,
backup frequencies, and a direct link to
local emergency services can all be made
available with some planning. Many of
these modes can be in operation simultane-
ously, saving time. It is incumbent upon
planners to choose a mode to match the
type of information.

If reliable cell phone towers are available,
then incorporate cellular and smartphone
technology (or even Wi-Fi) into your com-
munications plan. Don’t ignore non-ham
communications services when those ser-
vices are available and reliable. It the situ-
ation calls for transmitting a picture, there
is nothing wrong with using a smartphone
camera to send an image if the capability
exists.

Item 10: Consider support equipment:
power and other non-radio gear.
Electric power sources need to be consid-
ered. Batteries only last for so long. Genera-
tors require fuel, which in turn might require
fire extinguishing equipment and other
safety considerations. Use of liquid fuel or
power equipment in certain environmen-
tally sensitive areas (such as national parks
or wilderness areas) might be regulated or
even prohibited. Outlet strips, extension
cords, chargers, lights, fuse replacements,
and other equipment may be necessary.

In addition, summer events may require
shade, while winter ones may require heat.
Any season of the year might require shelter
from wind, rain, lightning, and hail. Tables,
chairs, coolers — this category can include
many necessary items.

Item 11: Consider supplies and
expendable operating materials.

There are many consumable supplies that
will be necessary, perhaps even critical,
during the event.

If much of the radio traffic will consist
of routine status reports, shortcuts and
templates can be created, allowing quick
insertion of details to save time during the
operation, If the event covers a geographi-
cal area, maps showing routes, landmarks,
and checkpoint identities must be made
and distributed. If the event involves special
terminology, a glossary of such terms could
be useful.

The question of access must also be con-
sidered. If operators will need credentials
to access their posts, you need to arrange to
obtain and distribute them.

Flags, banners, arrows, and signs may need
to be prepared so event participants can find
the ham operators. Something as simple as
a length of surveyor tape tied to the antenna
might suffice, or operators could wear a
particular color of vest, jacket, or hat for
identification. Such things can make the
difference between a smooth operation and
a confusing and ineffective one.

Item 12: Be prepared for operator relief.
Hams on a deployment get hot, cold, sun-
burned, frostbitten, hungry, and thirsty. It
is the planner’s job to ensure that items to
relieve these conditions will be provided to
the operators if, when, and where needed.

Item 13: Match operator ablilities and
skiils to the job requirements.
Individual hams vary widely in terms of
health, proficiency, experience, reliability,
and performance under pressure. These
differences must be considered when al-
locating hams to particular assignments.
The fast-paced or high-volume tasks should
be assigned to the more agile and energetic
operators; low-volume tasks to the less ac-
tive ones.

Part IV — Management

and Administration

Item 14: Consider the optimal
command and control structure.

In small events, one or more of the planners
will probably serve as net control during the
cvent. All net control operators (including
their backups and relief operators) must
be completely informed of the plan details,
especially for their portion of the operation.

There is a common misconception that
net control must always be located at the
event’s headquarters. If net control is too
close to the event headquarters, however,
interruptions and distractions will interfere
with effective network operation.




A GOOD DEPLOYMENT CHECKLIST — ILLUSTRATED

PRE-PLANNING

ITEM 1 ITEM 2 ITEM 3
Review of Previous Contact Event Contact Your
Debriefing Reports Organizers and Leadership Volunteers
(may impact all other items)
ANALYSIS OF THE ENVIRONMENT
. ( iems
ITEM 6 Scheduling
ITEM 4 . Bridge the Gap Event Progression,
Determine Situations Between Situations and Duration
that will R_eqt_ure and Hams : I of Service
Communication ‘ ;
f ITEM 7
Location Identification
ITEM 5 and Message
Determine the Addressing
Characteristics of Considerations
Communication
S
STAFFING AND EQUIPPING
ITEM 9 ITEM 10 ITEM 11 ITEM 13
Radio Equibment Support Equipment: Supplies and ITEM 12 Match Operator
Moedad Power and Other Expendable Operator Relief Skills/Abilities with
Non-Radio Gear Operating Materials Position
Requirements
| |
MANAGEMENT AND ADMINISTRATION CONSIDERATIONS
| | | 1
(

ITEM 14 e ITEM 16 ITEM 17 ITEM 18 ITEM 19
Command/Control Physical Brief the PostEvent Contingency Publishing the
of Radio Operétion Distribution Operators Operation and Planning Playbook

‘ and Logistics Take-Down
} \
DEBRIEFING QS$1508-Fordham01
ITEM 20
Scheduling the
Debriefing
Meeting

A flowchart representation of the planning process discussed in the text.
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Net control will have unique needs as far
as materials and supplies go. It is one of
the most stressful assignments, often requir-
ing one or more helpers and more frequent
rest periods. Net control is also more critical
in terms of having backup power, a more
robust shelter, and more reliable equipment.

Because net control is an ideal place to
“see the big picture” and gain exposure to
all aspects of the deployment, some plan-
ners see it as an ideal training ground for
new operators with limited net experience.
The position can be an immensely valuable
experience to a ham who has experience
with practice nets if the event has a low
level of activity and an experienced mentor
is available to step in if needed. Otherwise,
it’s a good idea to assign a skilled and ex-
perienced operator as net control and use
lesser-experienced hams as assistants or
relief operators during slack times.

Real deployment operations are very differ-
ent from the typical casual ARES net. No
operator, especially net control, should ever
transmit for more than 15 seconds at a time
in a real event. On a real deployment, tying
up a channel with a lengthy transmission
might prove fatal.

Item 15: Consider physical
distribution and logistics.

In a large-scale event, net control will prob-
ably be very busy controlling actual mes-
sage traffic, so the responsibility of operator
support should be placed on someone other
than net control. A logistics support person
needs to consider how to credential the
operators, how to move them to and from
their posts, the kinds of vehicles needed to
move people and equipment, the types and
quantities of supplies needed to support the
operators, and the scheduling of breaks.

Item 16: Brief the operators.

Plans must include informing operators of
the details of their role and the expectations
for their preparation, provisioning, and
participation. Planners must familiarize the
operators with the event protocols. Opera-
tors must understand the type of traffic they
are expected to handle, the equipment (radio
and non-radio) and supplies they will need,
what will be provided, directions to their
stations, and instructions on who to report to
and how to check in once they are on station.
Don’t take for granted that because a ham
has participated before, he or she will know
what to do at a new location or similar event.
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Often overlooked is instruction about the
interface between the radio operator and
the event participants. Brief the operators
on the kind of requests, reasonable and
otherwise, they might get from participants.
Include procedures for handling these re-
quests, specifically including a list of con-
tacts and their individual responsibilities.

Operators must be provided with maps,
glossaries, identification and addressing
protocols, timetables, and other informa-
tion that will enable them to do their jobs
quickly, effectively, and efficiently. It is a
mistake to assume that hams don’t need
instruction and guidance. Finally, the im-
portance of brevity on the air needs to be
stressed. As mentioned above, in an actual
deployment operators should make their
transmissions as short as possible.

Item 17: Plan for post-event
operation and take-down.

For many events, the ham radio operation
is not over just because the event is. Event
organizers often need communications dur-
ing the take-down and cleanup operation,
and this communication may be different
from that which occurs during the eveant.
Of course, good planners will have identi-
fied this need in Step II of the planning
structure.

A good plan will assign responsibility for
dismantling the ham stations, taking down
the masts and towers, loading the gear,
retrieving any signs, and delivering the
supplies back to the club storage area or
individual hams’ homes. If this is not part
of the formal planning, it will be too easy
for everyone to disappear once the event
is over,

Item 18: Contingencies —

expecting the unexpected.

It has been said, “If you plan for problems,
they cease to be problems and simply be-
come part of your plan.” Once you have
prepared a draft of your plan, planners
should go through it carefully, to identify
problems that might occur at each stage.
You will never be able to foresee all the
potential issues that will arise, but the more
you can find, the more you can plan for.

Item 19: Reviewing and publishing
the playbook.

If there is enough time, the best way to
inform the operators, net control, and even
the event leadership of the details of the
plans is to create a written “playbook.”

This document will serve the same pur-
pose that a screenplay serves for a movie.
Having several sets of new eyes (those not
at the planning meeting) review the draft
before it is published will likely catch a few
mistakes, oversights, and problems. The
finished playbook should contain the details
of the plan, and effectively communicate all
critical information to the hams.

PART V — Debriefing

Item 20: Schedule the

debriefing meeting.

The final step is to set a date and time for
the debriefing, which brings us full circle to
Item 1. The leaders, planners, and operators
need to get together and talk about what
went right as well as what went wrong.
Brilliant ideas and gross oversights are
vivid when they happened last weekend,
but 2 years from now, they may be forgot-
ten. Hold the debriefing and prepare a writ-
ten report to help the next “generation” of
planners.

Conclusion

Overlooking any one item in this structure
can, at best, result in discomfort, confusion,
and damaged reputations, and at worst, in
disaster. Following the structure, time after
time, adding and modifying it as necessary
will eventually result in your group having
a *pool of trained communicators” ready
to assist at a wide range of events with a
minimum of time, effort, and chance for
oversight.

David R. Fordham, KD9LA, an ARRL member,
is a CPA, CMA, and PhD. He has been a ham
for 40 years and is past president of the Mas-
sanutten Amateur Radio Association. His wife
(KB4WPE) and three of his four children
(KG4JOE, KJ4HFM, and KF7VBO) are aiso
hams. David is a professor of accounting infor-
mation systems at James Madison University
and has participated in over 100 ham radio
deployments. He can be contacted at 131 Way-
side Dr, Weyers Cave, VA 24486-2421, kdSla@
arrl.net.

Cathryn B. DeFabio, KF7VBO, his daughter, has
been active in emergency communications in
Seattle and is now living outside of Fairbanks,
Alaska. She, along with her husband and their
husky and beagle, live beyond the range of
landlines, cable, and even cellular services.
Ham radio plays an integral part of her well-
planned communication system.

Dids?ou enjoy this article? ’
Cast your vote at e

www.arrl.org/cover-plague-poll




